Camden Council’s
Data Charter
Guiding how we collect,
process and share data
ethically
camden.gov.uk/data-charter
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Introduction to the Data Charter
Camden Council strongly believes that data rights are human rights. Data is an important part of
any modern organisation and is often talked about as the future. However, there are significant
challenges around ensuring trust in organisations that collect, hold and use people’s personal
information. While the dangers to individual freedoms can be exploited, the possibilities and
general concepts involved in data are often misunderstood.
We must foster trust through collaboration with our residents so that they are involved in the
decision making around the data we hold about them and understand how and why it is used to
improve service delivery, policy decisions and their experience with the Council.
In the spirit of openness and transparency, we are determined to show how a public organisation
can lead the way and act as a responsible custodian of data. We drafted the Data Charter
principles, vision, success criteria and governance with the help of Camden’s citizens through a
Resident Panel representative of our communities. In doing this, we responded to the Camden
2025 vision for the borough and its call on the Council to increase impactful citizen and
community participation and to open up our democratic processes.
Our commitments to the Data Charter explain how we will achieve what residents demand of us,
including commitments to be met by the next annual Resident Panel, and long-term or ongoing
commitments.
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Principles
1. Build trust through transparency
Clearly state or publish data sharing and handling where possible under UK law. Provide
mechanisms that show what data is held on residents, its use and how to correct it if it’s
wrong and publish how and why we use the data we have on residents.
2. Provide accountability and oversight
Protect residents’ rights over their data and continue to develop stakeholder engagement
and partnership with our use of data through more public engagement. Provide channels for
contact for residents about the Data Charter, and clearly signpost points of contact for datarelated queries, and mechanisms that allow residents to view their rights and how their data is
used.
Projects that use data must be assessed for rationale, risks, and impact on privacy and ethics
against the Data Charter. Form an independent and representative panel of Camden residents
and experts annually, with access to these projects and relevant information about data use.
3. Make sure data use is secure, safe, and ethical
Balance minimising risks (and preventing unacceptable ones) with maximising benefits of
using data to help deliver services. Demonstrate how risks and negative consequences are
mitigated and dealt with. Make sure data use is fair, beneficial, and protective of vulnerable
and marginalised groups. There should be proof of need and clarity of purpose for the data,
and it should be used proportionately and in the best interest of residents.
4. Make sure data is used for public good and be mindful of residents’ data
We must be mindful, respectful, show a duty of care to and act in the best interests of our
residents when handling data about them. We should obtain consent when it is the correct
legal basis, allow residents to access data about them, make corrections, and meet requests
to have data deleted where it is possible under UK law. Data should be used to improve the
quality of life of residents by improving our services, while anticipating potential unplanned
outcomes from these uses of data.
5. Be beneficial for all by using an outcomes-based approach
Take a responsible approach to proposed use of data by clearly showing the outcomes it
will achieve, intended or not, and how that will affect the community and individuals the data
is about. Show how and why a use of data is beneficial in supporting service delivery or for
informing policy, in each instance. Recognising and identifying benefits of any uses of data
and an ambition to reduce social disparities through improved use of data.
6. Be clear about how we use residents’ data
External companies need to meet the same standards we use, and this is written into
contracts.
7. Protect individuals’ rights and privacy
Keep residents informed and updated on their individual rights over the data held on them.
Ask for consent when it is the correct legal basis and allow residents to opt out when it is
possible under UK law. Make sure there is thorough scrutiny of proposed uses of data so that
we do not exclude certain groups or communities, and provide ways for residents to view and
correct data about them.
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Vision for the Data Charter
•
•
•
•
•
•

Earn residents’ trust through transparency and accountability.
Provide leadership on the ethical use of data.
Direct best practice in our use and processing of data.
Be inclusive of people from all backgrounds and with protected characteristics and make sure
there is no bias in data collection and use. Make sure collection, access and management of
data is accessible, to be inclusive for all residents the data is about.
Make sure data use is beneficial for all.
In turn, residents will develop confidence, understanding and a say in how we use the data we
hold about them.

Success criteria
•
•
•
•
•

The Data Charter is written and implemented within a reasonable timescale.
There is a system of communication in place for outreach and education through different
channels that are accessible to all groups in Camden’s communities.
There will be a gradual reduction in social inequalities through improved use of data.
The number of complaints and disputes about data use and interpretation will be reduced.
There will be systems in place to enable residents to interact and provide feedback.

Governance
•
•
•
•

Establish an independent panel made up of residents, experts (data law, ethics etc) and
councillors – Council officers to offer support.
Conduct annual reviews – monitor objectives and what has been implemented, and
transparent audit measuring success of adherence to the Data Charter. Outline what the
monitoring objectives are and make them measurable.
Create a new position of a Data Charter Officer to solely work on the Data Charter for at least
three years to embed this new initiative.
Publish all the above via various channels.

Our commitments to the Data Charter
The following is a list of commitments that we have made to explain how we will abide by the
principles and achieve the vision, success criteria and governance outlined in the Data Charter.
Each commitment is linked to the vision, success criteria and governance to show how we will
meet the demands of the Data Charter, including a timescale for each commitment. These have
been divided into commitments to be met by the next annual Resident Panel, to be held by
late 2022, and long-term and ongoing commitments. These commitments may be renewed or
changed, or new ones created at the next Resident Panel.
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Commitments to be met by next Resident Panel
•

The Data Charter will be put forward to Cabinet to agree in January 2022.

•

We will create a Data Sharing Register to publish all data sharing agreements (subject only to
the need to redact or occasionally to withhold publication to protect third party personal data
and commercially confidential information). We commit to meeting this pledge by February
2022.

•

We will publish all Data Privacy Impact Assessments (subject only to the need to redact or
occasionally to withhold publication to protect third party personal data and commercially
confidential information), which all proposed uses of data must go through and include an
ethical assessment. We commit to meeting this pledge by June 2022.

•

We commit to creating an area on opendata.camden.gov.uk to publish the number of
complaints received about data protection and data breaches, to show the number over time.
We aim to reduce the number of complaints submitted by residents relating to data in the
annual period between Resident Panels. We commit to publishing the number of complaints
by April 2022.

Long-term or ongoing commitments
•

We will create the post of Chief Data Officer, which will be responsible for improving how we
use data and making sure there is a focus on ethical, transparent, and socially responsible
practices. As part of this we will also oversee the adoption of and adherence to the Data
Charter across the Council.

•

We commit to identifying individuals who will be responsible for ensuring the Data Charter
is adopted across the Council and responding to public queries about the Data Charter.
Various channels will be created for residents to get in touch to make enquiries. We commit to
meeting this pledge by April 2022.

•

We commit to publishing accessible materials to familiarise residents with the different ways
we use data. We commit to publishing more case studies annually.

•

We commit to holding a Resident Panel annually to make sure data enabled projects to have
adhered to the Data Charter and provide comment or challenge. We commit to holding the
next Resident Panel by the end of 2022.

•

We commit to encouraging partners and other organisations across the public and private
sectors in Camden to pledge to the principles of the Data Charter. The Data Charter is a call
to action to all organisations in the borough – we need to work together to have the biggest
impact on building trust in data sharing.
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